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Azure Policy as Code
Zero to Hero in 60 min
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[

“coder_au”,

“jloudon.com”,

“jesseloudon”

]
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Ecosystem

Docs
azure policy

arm templates / api reference

Code
github/azure-policy

github/community-policy

Tooling
azure cli, github, azure devops, azure policy 

vscode extension

Languages
json, arm templates, powershell, hashicorp, 

bicep

Community
azadvertizer.net

youtube/azure deployments & governance

• 1353 GA policy definitions

• 89 preview policy definitions

• 38704 policy aliases

• for 98 namespaces

• 17362 Microsoft.Network 

aliases
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Use Cases

Tagging

• Mandatory tags

• RG tag inheritance

Monitoring

• Metric alerts

• Diagnostic settings

• NSG flow logs

• Certificate expiration

Network

• PIPs, NICs

• NSG rules

• VNET Peering

• SA/KV Firewalls

• Gateways

Data Protection

• Configure VM backups

• Configure ASR

• Storage/Disk/DB  

Encryption

Regulatory Compliance

• CIS

• HIPAA

• ISO 27001

• NIST

General

• Allowed locations

• Allowed SKUs

• Naming convention
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Effects & Order of Evaluation

during

after

after with 10-15min delay

https://docs.microsoft.com/en-gb/azure/governance/policy/concepts/effects
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Compliance & Remediation

Scan

Scope

Results

https://docs.microsoft.com/en-gb/azure/governance/policy/how-to/determine-non-compliance
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Tip - Custom Policies

Custom Policies

• Check ‘mode’ is 

correct

• Leverage 

‘metadata’
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Tip - Custom Policies

Custom Policies

• Check ‘mode’ is 

correct

• Leverage 

‘metadata’
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Tip – Managed Identity Permissions
Policy Assignments

• Check ‘role 

assignment’ creation 

for ‘managed 

identity’
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Policy Assignments

• Create a ‘role assignment’ resource for each policy assignment’s system ‘managed identity’ 

Tip – Managed Identity Permissions
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Tip – Custom Deny Messages
Add deny msgs to your policy assignments 

• Minimum apiVersion = "2020-09-01"
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Tip – DeployIfNotExists Effect

Policy Definitions

• Leverage ARM 

template 

capabilities via 

‘deployIfNotExists’ 

effect
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Tip – AAD RBAC Permissions

Identity/AAD Group Built-in Role Assignments Scope

Service Principals • Resource Policy Contributor

• User Access Administrator

Tenant or MG level

Policy Developers • Resource Policy Contributor

• Contributor

MG or Subscription level

Policy Users Resource Policy Contributor Subscription or RG level

Policy Readers Reader Tenant or MG level

Design your RBAC permissions and scope carefully
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Code Deployment

Non-Prod Stage

Management Group

Tenant (non-production)

Subscription

Resource Group

Feature Branch

Main Branch

Pull Request

Multi Tenant Model



Azure Sydney User Group

Code Deployment

Non-Prod Stage

Management Group

Subscription

Resource Group

Feature Branch

Main Branch

Pull Request

Single Tenant Model
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Coding Demo

github.com/globalbao/azure-policy-as-code

• Modules (Bicep)

• Resource types (Bicep)

• Scope options (Bicep)

• Resource properties (Bicep/JSON)

• Resource snippets (Bicep/JSON)

• CI/CD workflows (YAML)

Finally!
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7 Key Takeaways

1. Read the Microsoft docs ☺

2. Know your assignment options (scope, enforcementMode, notScopes, 

exemptions)

3. Consistent naming (modules, resources, parms, vars)

4. Look for code reusability

5. Use Modules for common resource types

6. Consolidate common policies into initiatives/policysets

7. Enhance your CI/CD workflows
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Choose Your Path

Find an existing built-in 

policy to customise or 

BYO

Setup your policy 

development 

environment

Review existing policy 

repo code/pipeline for 

improvements

Create, deploy, and test 

your 1st custom policy

Use Bicep snippets to 

build new policy 

resources

Enhance your code 

deployment with CI/CD 

tasks

Implement policy 

assignment custom 

deny messages

Group common 

policies into initiatives 

for assignment

Setup policy non-

compliance alerting 

and remediation 

workflows
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Thanks For Watching! 

“Socials”: 

[

“coder_au”,

“jloudon.com”,

“jesseloudon”

]

“Blogs + Code”:

[

“Stefan Stranger”,

“Tao Yang”,

“Adin Ermie”,

“Jack Tracey”,

“Matt Felton”,

]

// & many more!


